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TURINYS

«  Trumpai apie jkurtg Bloky grandiniy technologijy (blockchain) grupe

1. Blockchain istorija ir evoliucija
. Pagrindiniai motyvai “blockchain” technologijos atsiradimui?
. Kaip Satoshiui Nakamoto pavyko padaryta tai, ko nepavyko kitiems?
. Kuo skiriasi ,, blockchain® nuo Bitcoin ir nuo DLT?

2. Kitos skaitmeninés valiutos: Ethereum, Dogecoin, Libra, LBCoin ir pan.
. Ar saugu yra naudoti skaitmenines valiutas: pagrindiniai ataky tipai ir ar
realu jas jvykdyti?
3. Kokie yra kiti blockchain sprendimai ir taikymai?
. Lietuvos Banko ,,LBChain“ projektas.

. Ka mokslininkai veikia Sioje srityje ir kokia galima Sios technologijos
artimiausia ateitis?

Prof. dr. R. Paulavi¢ius, VU DMSTI, 2021



Bloky grandiniy technologijy grupe

Ikurta: 2018 m. vasario mén., Vilniaus Universite, Duomeny Mokslo ir = ‘
Skaitmeniniy Technologijy Institute (DMSTI)

https://www.mii.lt/struktura/moksliniai-padaliniai/bloku-grandiniu-technologiju-grupe

lkaréjai: Prof. dr. Remigijus Paulavicius ir doc. dr. Ernestas Filatovas

Komanda: 1 vyriausias mokslo darbuotojas, 2 vyresnieji mokslo darbuotojai,
2 mokslo darbuotojai ir 5 doktorantai.

Misija: Dirbame ties efektyvesniais ,blockchain® sprendimais per Svietima,
konsultavimag ir inovacijas.

Svietimas: ,Bloky grandiniy technologijos® studijy moduliai bakalauro ir
doktorantiros studijy pakopy studentams; organizuojame studenty
praktikas; blockchain seminarai, blockchain technologijos populiarinimas.

Konsultavimas: Dirbame tiek su moksliniy tyrimy institucijomis tiek ir su
verslo jmonémis siekdami sukurti inovatyviy blockchain technologija
paremtus sprendimus. Projektuojame koncepcijas bei prisidedame prie
inovatyviy projekty jgyvendinimo.
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Blockchain istorija ir evoliucija

« Pagrindiniai motyvai ,,blockchain“ technologijos atsiradimui?
« Kaip Satoshiui Nakamoto pavyko padaryta tai, ko nepavyko kitiems?

 Kuo skiriasi ,,blockchain‘ nuo Bitcoin

BLOCKCHAIN HISTORY

ir nuo DLT?

1990s 2011 -2012 2013 -2014 2015 - 2016
The concept of distributed The deployment of Financial markets and Permissioned blockchain
computing has been around cryptocurrency in applications using blockchain { network solutions
since 1990 application related to cash beyond cash transactions g
Origin § Transactions Contracts i Application

2009 Satoshi Nakomoto
i created bitcoin and introduced
i the concept of a blockchain to

incarnate a decentralized ledger Currency transfer |

i maintained by anonymous and digital payments

i consensus systems !
2009 2012 - 2013
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Smart contracts :

2014 - 2015

O o

Market consolidation
and further sub-
developments

2016 - 2017

ol L

The years of ICOs 5
and Adoption. i
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Blockchain atsiradimo prielaidos

Vertés (pinigy) istorija

First coins -
made out of gold : anxing : .
srdellvatticad Modern banking started Credit card Blockchain
in present day Turkey in medieaval and early ‘ was invented D
Renaissance Italy

Paper Money Gold Standard Online Banking

introduced during adopted in Britain. = was first used
the Tang dynasty, in the United States

in China

Bartering

600 BC 1000 AC 1400 AC 1816 1950 1983 2009

Saltinis: https:/lisk.io/academy/blockchain-basics/what-is-blockchain/history-of-value

«  Pirmiausiai pinigy funkcijg atliko mainai, kuriy metu buvo kei€iamasi bet kokiu turtu. Taciau ne visi noréjo kumpio ar Zuvies ©

. Banknotai, kaip pinigai, buvo priimti skirtingu metu visame pasaulyje. Viena pirmyjy tai padareé Kinija.

. Pirmieji ,bankai“ is tikryjy buvo religinés Sventyklos.

+  Tesiant praktiSkumo tendencijg XXI amziuje, popieriniai pinigai pamaZzu nyksta, juos keiCia praktiSkesnés skaitmeninés laikmenos.

+ TacCiau skaitmeniné bankininkyste, kuria dabar naudojamés kasdien, dar toli grazu néra tobula. Pirmiausia, jg visiSkai kontroliuoja tre€iosios Salys.
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(Elektroniniy) pinigy issukial

USD Relative Purchasing Power (1913-2011)

* Dvigubas islaidavimas o
* Siekiant idvengti dvigubo i$laidavimo reikalinga trecia 3alis,
kuria galima pasitikéti

* Nustojus veikti tre¢iajai 3aliai (dél gedimo ar atakos) nejmano = [

L11180916G

[2 Oaae) Srcobeds el

atlikti transakcijy

* Infliacija

mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm
Ab R EE e RS e R g s S e R B BB R R

* Pinigy nuvertéjimas bégant laikui dél nuolat didéjancios S
pinigy emisijos i o

» Naujy pinigy atsiradimo mechanizmas L
* Kas atlieka pinigy emisijg? o AP 3
* DaZnai tai bana jokia verte nepadengti pinigai e ——— _—
» Privatumas e
* Daugumoje sistemy bankai ,mato® visas transakcijas s —
¢ 8 8 3 1 1 § & # % &
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Chaum
Ecash [10] Byzantine anonymous

Generals [27] | communication
[9]

Chaum
security wlo
identification
]

Skaitmeninés mokéjimo Tree (5]
sistemos ir Bitcoin
atsiradimo prielaidos

eCash' - David Chaum straipsnyje [Chaum, 1983]"
suformavo elektoriniy pinigy koncepcijg — apraSyta Haber &

automatizuota mokéjimo sistema, kurioje trecCioji Salis Stornetta 2]

Benaloh &
de Mare [6]

offline 28
Ecash [32] Paxos [28]

DigiCash

,nemato“ informacijos apie transakcijas.
» Sistema sukurta 1990 m. DigiCash korporacijos
* Mokeéjimu saugumas ir privatumas buvo uztikrinamas naudojant Bayer, Haber,

anti-spam[15]

kriptografinius protokolus. Nejgijo pakankamai populiarumo Stornetta [5] essiila[tzﬁ
Hashcash? - 1997 m. Adam Back suprojektavo sistema, Micro-
kurioje naudojant pasidlytas jrodymo darbu (angl. Proof-of- Haber & mint [44] _ 3
Work) algoritmas, siekiant kovoti su el. pasto brukalu ir Stornetta [23] hashcash (2] | b mo;ey o]
DDOS atakomis. client PBFT [8] Goldberg
b-money3 - 1998 m. Wei Dai, pasitlé decentralizuotos puzz[lzess] Paxos made féi?f;'[zm

valiutos koncepcijg. Niekada nubuvo jgyvendinta. simple [29]
. . - . Sybil attack
Bit gold4- 2005 m. Nick Szabo sukuré mechanizmg [14]

decentralizuotai skaitmeninei valiutai. Niekada

nejgyvendinta.
computational
"Chaum, D., 1983. Blind signatures for untraceable payments. Advances in BItCOIn [34] - - |mp%stors (1]
Cryptology. In: Proceedings of Crypto, vol. 82. Springer, pp. 199-203.

2A partial hash collision based postage scheme (Txt). Hashcash.org.
3http://lunenumerated.blogspot.com/2005/12/bit-gold.html.
“http://www.weidai.com/bmoney.txt private

blockchains
A 4

Bit gold [42]
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KaS SU kl_J I"é Go gle pacituota daugiau nei 15 000 karty!

Scholar

B I O C kc h a i n ? Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
« 2008-10-31 anoniminis Bitcoin jkdréjas s o
Satoshi Nakamoto (pseudonimas) paskelbé
white paper”, kuriame buvo pasitlyta

Iyg|arange (angl . pee r_to_pee I P2P) Abstract. A purely peer-to-peer version of electronic cash would allow online
. . . N “ payments to be sent directly from one party to another without going through a
elektronlnes VaIIUtOS (BI t coin ) koncepCI Ja financial institution. Digital signatures provide part of the solution, but the main

un | kal |a| apJ u ng US| egZ|StaVUS|aS teCh nolog |JaS ] benefits are lost if a trusted third party is still required to prevent double-spending.

We propose a solution to the double-spending problem using a peer-to-peer network.

. - TP : . The network timestamps transactions by hashing them into an ongoing chain of

.« 2 009 '0 1 '03 P rad eJ O vel ktl pl rmasis b / (0 Ck Ch ain hash-based proof-of-work, forming a record that cannot be changed without redoing

- B|tCO| n. the proof-of-work. The longest chain not only serves as proof of the sequence of

events witnessed, but proof that it came from the largest pool of CPU power. As

long as a majority of CPU power is controlled by nodes that are not cooperating to

attack the network, they'll generate the longest chain and outpace attackers. The

network itself requires minimal structure. Messages are broadcast on a best effort

basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving a
trusted third parties to process electronic payments. While the system works well enough fo
most transactions, it still suffers from the inherent weaknesses of the trust based model

kﬂi 122759559 ~ : Completely non-reversible transactions are not really possible, since financial institutions canno

1 laall P 4 1 P R ]

*https://bitcoin.org/bitcoin.pdf
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Pirmasis oficialus Bitcoin (BTC)
panaudojimas komerciniae sandoryje

L g ‘-,'v
.’ -'-r’ ~
-

US> BITCOIN PIZZA DAY %7, " 4

Py Papa John's Pizza 9
By @PapaJohns

UNOCQOIN

11 years ago today, a very hungry programmer, Laszlo

Hanyecz, paid 10,000 bitcoin for two Papa John's pies,

marking the very first bitcoin pizza transaction, ever.

Considering today'’s bitcoin value, that trade is worth
roughly $613 million. Happy #BitcoinPizzaDay !

. .\_'.."\ T

. 5\ ’ - R 12:47 AM - May 23, 2021
ON MAY 22\D 2010ﬁ’ é:” et o [

10, 000 BTC""“ :

S WHA| A MAN PAID:FOR A RIZZfS ,“

WHICH TRANSLATES T0 ABOUT @
RS-160 CRORE TODAY ™ &==—
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Kas yra bloky grandine (angl. blockchain)?

Bloky grandiné (paprascCiausiai) apibréziama kaip decentralizuota paskirstytoji
duomeny bazé/didzioji knyga (angl. ledger), kurioje registruojama skaitmeninio
turto kilmé bendru konsensusu (sutarimu) nedalyvaujant 3-ai saliai.

Blockchain tipo duomeny baze yra sudaryta isS jrasy (transakcijy/sandoriy), kurie
sudaro vienas kitg susietus (panaudojant kriptografijg) blokus.

Block By Block B;_4 Block B;,4
Header
Header Header Previous Hash Header
m “ Version '

Timestamp

Difficulty target

Nonce | @&~
] Merkle Root
Merkle Root i Hash of Hg & Hg
/ \
Data ‘9 Hs = Hash of Hg = Hash of
- | = Hq & Hy H3z & Hg )
Transaction Transactionq (Tx = I
1 1 (Tx4) j § /\ /7\ 1
-q- oo ) H ] Hy= Hy= H3= Hy= I
)E Transactmnz (TXZ) j g Hash of Tx4 || Hash of Tx; || Hash of Tx; || Hash of Tx4
)@ Transaction, (Tx3) ] f £ f o
- 'w '
g )@ _________ Transactiony (Txy) : ™ % Txs ™ |
| Txq fees ! !
Time
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Prof.

,Blockchain“ Lietuvoje: jau nuo ~1960 ©

dr. R. Paulavi¢ius, VU DMSTI, 2021
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Transakcijos sukarimas

Siuntéjas

raktas
Maria
Brandon

1255465213

$1.506,23

08.16.2008

Gavéjo viesas
raktas

Transakcijos jvykdymas

Gaveéjo privatus
raktas

Gavéjo viesas
raktas

Maria
From: Brandon

Transfer
1255465213 -

$1.506,23 Gavéjas

08.16.2008

Siuntéjo privatus

BLOCKCHAIN VEIKIMAS

Blokas 2

Decentralizuotas P2P tinklas

Tinklo mazgai

Atliekamas transakcijy

validumo tikrinimas

=) =)
B 5
=l =

/ N\

Bloky grandiné
Blokas 3

Blokas 4

Transakcijy apjungimas j blokus

=)
8

-

|

-
[ |

<

Blokas 4a
Tx fcbs...4512
Tx 5ef1...34cd
Tx 562f...dc52

Blokas 4b
Tx abbs...241b
Tx efcd...9acd
Tx 942f...a83a

Blokas 4c
Tx 36bs...4ae2
Tx 4e4b...742c
Tx 56ba...bcde

Annual energy use
in terawatt hours (rounded)

China [N 6453

Tx 785a...de40

Ruosiamy transakcijy sarasas
Tx e67c...a5621

Jrodymas darbu (PoW)

prev block:
#TBA...
transactions:
txn 839....
txn a76.
tn 91c...
tn 383...

random number (guess): J

30282937

9 nE
]

f( block ) < target

Cryptographic Hash (SHA256)

Tx 89e4...adc4
Tx fdgO...025f1 Tx  24fa...567c

UsA I 3990
India [N 1277

Russia [l 965

Japan [l 9203
Brazil [l 597
Canada M 549
South Korea [l 527
Germany [l 524
France [l 449

Norway | 124
Bitcoin | 120

UAE | 119

@O Source: Cambridge Bitcoin Electricity Consumption Index

https://cbeci.org/




Kaip patyrineti
blockchain’a?

DesSinéje yra parodytas pats pirmasis
Bitcoin blokas:
https://www.blockchain.com/btc/block/0

“The Times 03//an/2009 Chancellor
on brink of second bailout for banks”,

More than 900 great restaurants, including
four Gordon Ramsay favourites from £15

Working mums

So that's how
she does it

Detoxinstyle
The best

|

nbrink of | s

IWon't Marry

Chancellor o
second bailout for banks

ns may be

v e

https://en.bitcoin.it/wiki/Genesis_block
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¢ Blockchain.com Wallet

Explorer >

Block O

Bitcoin Explorer ~

Explorer

Block

Buy Bitcoin

This block was mined on January 03, 2009 at 8:15 PM GMT+2 by Unknown. It currently has 684,810 confirmations on the Bitcoin blockchain.

uUsD ~

BTC

The miner(s) of this block earned a total reward of 50.00000000 BTC ($1,911,850.50). The reward consisted of a base reward of 50.00000000 BTC ($1,911,850.50) with an
additional 0.00000000 BTC ($0.00) reward paid as fees of the 1 transactions which were included in the block. The Block rewards, also known as the Coinbase reward, were sent

to this address.

A total of 0.00000000 BTC ($0.00) were sent in the block with the average transaction being 0.00000000 BTC ($0.00). Learn more about how blocks work.

Hash

Confirmations

Timestamp

Height

Miner

Number of Transactions

Difficulty

Merkle root

Version

Bits

Weight

Size

Nonce

Transaction Volume

Block Reward

Fee Reward

000000000019d6689c085ae165831e934ff763ae46a2a6¢172b3f1b60a8ce26f [

684,810

2009-01-03 20:15

Unknown
Hash

1.00

Block Transactions

4aSeledbaab89f3a32518a88¢c31bc87f618f76673e2cc77ab2127b7a...

COINBASE (Newly Generated Coins) » 1A1zP1eP5QGefi2DMPTTLSSLmv7DivfNa

0.00000000 BTC
(0.000 sat/B - 0.000 sat/WU - 204 bytes)

2009-01-03 20:15

50.00000000 BTC &

50.00000000 BTC

4a5ele4baab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda33b

0ox1

486,604,799

1140 WU

285 bytes

2,083,236,893

0.00000000 BTC

50.00000000 BTC

0.00000000 BTC



https://www.blockchain.com/btc/block/0

Bitcoin dydis ir tinklo dalyviy skaic

GLOBAL BITCOIN NODES DISTRIBUTION
Reachable nodes as of Mon May 24 2021 23:29:52

GMT+0300 (Eastern European Summer Time).

9863 NODES

24-hour charts »

Top 10 countries with their respective number of
reachable nodes are as follow.

RANK

1

10

COUNTRY
United States
n/a

Germany
France
Netherlands
Canada

United Kingdom
Russian Federation
China

Finland

More (93) »

Prof. dr. R. Paulavicius, VU DMST]I, 2021

NODES

1931 (19.58%)
1927 (19.54%)
1792 (18.17%)
591 (5.99%)
418 (4.24%)
319 (3.23%)
265 (2.69%)
247 (2.50%)
195 (1.98%)

155 (1.57%)

Map shows concentration of reachable Bitcoin nodes found in countries around the world.

14

CIUS

Blockchain Size
305.6 GB .

2009-01-03 blockchain.com/charts 2020-10-19



Blockchain - paskirstytyjy duomeny technologijy (angl.
distributed ledger technologies, DLT) poaibis

Kuo skiriasi ,,blockchain
nuo Bitcoin ir nuo DLT?

Application

% oo B F O

RRRRRRRRRRRRRRRR

PUBLIC VS. PERMISSIONED

BLOCKCHAINS VS. DATABASES o
Permissioned Ledgers

Public Blockchains

Consortium
Blockchains

Private Blockchains

Bitcoin
Ethereum
Litecoin
Garlicoin

Ripple
R3
Hyperledger

Chain
JP Morgan Quorum
BankChain

CCCCCCCCCC

Layer Finance Supply Chain Healthcare Smart Grid Smart Home
___
Y
S Sifloio
Execution dOC kQ( olo1110
Layer
Data
Layer
Consensus
Layer
Proof-of-work (PoW) Proof-of-stake (PoS) Practical Byzantine Fault Tolerance (PBFT)
@ Lightnode
Network
Layer

Peer-to-peer (P2P) network

DLT kaip daugiasluoksnés sistemos abstrakcija



Blockchain evoliucija

The evolution of the Blockchain

Smart contract/DApp
\ Programmable (Any
language compilable in
Ethereum Web Assembly)
Smart contract/DApp Web toolkit
- - Programmable Bug recovery and
Bitcoin (Solidity) upgradable.
7 Not easy upgradable Account recovery
v Just a _Iedger 2 Proof of Work (PoW) Delegated proof of

Only simple scripting moving to Proof of Stake (DPoS)

v

v Not easy upgradable Stake (PoS) No fees for App users
v Proof of Work (PoW) Resources based 1000 -10K -100K TPS
v
v

High transaction fees transaction fees
4-6 TPS max 7-14TPS max

Blockchain 1.0 Blockchain 2.0 Blockchain 3.0

Roberto Candusio 2018 - All rights reserved

Saltinis: https://trybe.one/the-blockchain-is-slowly-becoming-mature/
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Kitos skaitmenines valiutos:
Ethereum, Dogecoin, Libra, LBCoin ir pan.

« Ar saugu yra naudoti skaitmenines valiutas: pagrindiniai ataky tipai ir ar realu jas jvykdyti?

Vilnius
University

Prof. dr. R. Paulavi¢ius, VU DMSTI, 2021
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Daugiau nei 10 000 skirtingy skaitmeniniy valiuty

Cryptos: 10,045 Exchanges: 383 Market Cap: $1,640,078,375,629 24h Vol: $203,196,136,586 Dominance: BTC: 43.6% ETH: 18.3% @) ETH Gas: 33 Gwei v/

@ CoinMarketCap Cryptocurrencies Exchanges NFT Portfolio i C Learn
Today's Cryptocurrency Prices by Market Cap B CoinMarketCap Predicts
. Check Out the New Crypto
The global crypto market cap is $1.64T, a - 8.37% increase over the last day. Read more Price Prediction Feature
Watchlist Portfolio Cryptocurrencies Categories®  DeFi NFT Polkadot Eco BSC Eco Solana Eco Yield Farming
#+  Name Price 24n% 7d% Market Cap Volume(24h)

1 ) Bitcoin BTC 8wy $38,200.40  -522%  ~14.82% $715,975,729,840 $621-f3673§:722;':f;
2 & Ethereum ETH Buy $2,590.25  ~14.45%  ~25.41% $300,948,674,670 $52£;3§f;"§i
3 @) Tether USDT Buy $100  -002%  ~0.00% $60167819436 4?;‘;???;@%?5:
4 Binance Coin BNE  Buy $34479  -1918%  -3383% $53,036,508,974 $6,384,927,098

18,471,387 BNB
5 Cardano ADA Buy $157  -917%  -24.58% $50,339,032,050 fﬂgggfg'iﬁi
5 EXRP XRP Buy $0.9879  -1781%  -37.31% $45,851,683,577 Zfi’ii‘i%‘;vliﬁ
7 () Dogecoin DOGE $0.3525  -9.99%  ~28.34% $45,761,380,835 19,9%’2942';%'352
& (® usbcoin UsDC $100  -006%  ~003% $20,826,938,218 35337;35775?1@2
9 P Polkadot DOT Buy $2207  ~1118%  ~45.46% $20,755,992,660 s%:?;;éﬁéig?
10 OO Internet Computer ICP $13775  -9.39%  +29.60% $17164,937,462 ssgiﬁ?ﬁgii
1 &3 Uniswap UNI $2406  -27.04%  ~32.24% $13,700,695,977 $1,605,964,110

66,305,818 UNI

https://coinmarketcap.com/

Prof. dr. R. Paulavi€ius, VU DMSTI, 2021

129,735,173,721 DOGE

20,814,352,490 USDC

English - © usD - €
Events Calendar ) ) e
10 Stay Up-to-Date with Major L
Crypto Events Vi
.
Show rows 100v Filters Customize

Circulating Supply

18,713,700 BTC

116,015,987 ETH

60,055,607,962 USDT

153,432,897 BNB

31,948,309,441 ADA

46,143,602,688 XRP

941,631,978 DOT

124,048,742 ICP

565,663,856 UNI

SERIRRERIRY

What Is Ethereum (ETH)?

Ethereum is a decentralized open-source blockchain system that features its own cryptocurrency, Ether. ETH works as a
platform for numerous other cryptocurrencies, as well as for the execution of decentralized smart contracts.

Ethereum was first described in a 2013 whitepaper by Vitalik Buterin. Buterin, along with other co-founders, secured
funding for the project in an online public crowd sale in the summer of 2014 and officially launched the blockchain on July
30, 2015.

Ethereum’s own purported goal is to become a global platform for decentralized applications, allowing users from all over
the world to write and run software that is resistant to censorship, downtime and fraud.

18
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Libra Dogecoin

Facebook is shifting its Libra cryptocurrency plans

after intense regulatory pressure | : Eon Moy
The Libra project will now support existing currencies in addition to the proposed '
Libra token

By Nick Statt | @nickstatt | Mar 3, 2020, 5:54pm EST

f W (7 sHare

Elon Musk &
@elonmusk

Replying to @itsALLrisky

Ideally, Doge speeds up block time 10X, increases
block size 10X & drops fee 100X. Then it wins hands
down.

9:20 AM - May 16, 2021 - Twitter for iPhone

4,364 Retweets 732 Quote Tweets  11.2K Likes

White paper: https://www.diem.com/en-us/white-paper/

Buterin atsakas: https://vitalik.ca/general/2021/05/23/scaling.html
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LBCoin —

pirmoji pasaulyje skaitmenineé kolekciné moneta

LBCOIN moneta yra pirmoji pasaulyje =t el ==
skaitmeniné kolekciné moneta, sukurta | / ,
taikant bloky grandinés technologija.

LBCOIN moneta yra Lietuvos banko iSleistas
SesSiy skaitmeniniy zetony komplektas ir
fiziné kolekciné moneta, kurig pirkéjas gaus
mainais uz Sesis skaitmeninius zetonus.

Lietuvos bankas iSleis 24 tikst. bloky
grandinés technologija sukurty skaitmeniniy
Zetony ir 4 tukst. fiZiniy kolekciniy monety.

Kiekvievngs_ gkgjtng_enini.s Zeitonas vaizduoja
vieng i$ dvidesimties signatary. e :
Ektaiet!meniniaitz_evtor}ai. s%ts_kir_stgtitj Sesias Pirmoji pasaulyje
ategorijas, atsizvelgiant j signatary veiklos ; e

Stitis— B0 4 tkst. Kickviehos katagorijos skaitmenine

vienety. kolekciné moneta

Pirkdami LBCOIN monetg, gaunate SesSis
atsitiktine tvarka parinktus skaitmeninjus sukurta taikant bloky grandinés technologiia
Zetonus, taciau tik surinke Sesis skirtingy,
ka_tegorlquze_ztonu_s juos galésite iSsikeisti |
fizing kolekcine sidabro moneta.

Fizinés kolekcinés monetos nominalas
nejprastas — 19,18 Eur, jis skirtas 1918 m.,
Lietuvai svarbiai datai, jamzinti. Sidabro
moneta — banko kortelés dydzio ir formos,
joje vaizduojamas Nepriklausomybés aktas
Ir signatarai.

Daugiau informacijos: https://Ibcoin.lb.It/
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Ar saugu yra naudoti skaitmenines valiutas?

Pagrindiniai ataky tipai: 51% ataka

Sybil ataka

51% Attack (double-spend)

Transactions become null and void

Block Block Block
21 22 ‘ 23
SisisEERE

Block

100 ETC
Double
Spend

B Original (honest) blockchain <50% hash power
B Malicious blockchain >50% hash power

7% Becomes dominant chain by
broadcasting longer version
of blockchain to network

© Andrew Butler

O Normal node O Malicious node . Sybil node

Pladiau: https://academy.binance.com/en/articles/what-is-a-51-percent-attack

Prof. dr. R. Paulavi€ius, VU DMSTI, 2021

Placiau: https://academy.binance.com/en/articles/sybil-attacks-explained
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Ar realu jvykdyti ataka?

A TIMELINE OF MAJOR CRYPTO HACKS
2014-2019

el 0 © 8
> Bl  niccHasH  Coincheck Coinrail "8

USS460M  USS70M  US$32.6M US$64M  US$534M USS40M USS18M  USS45M

BITFINEX?Z  \critaseum €} tether © bithumb ® bithumo
UsS$72M US$8.4M  USS30M  US$31M  US$195M US$19M  USS 40 M

FINTECHE

Saltinis: https:/fintechnews.sg/23594/blockchain/cryptocurrency-hack-binance/

Prof. dr. R. Paulavi¢ius, VU DMSTI, 2021

fintechnews.sg
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Kiti blockchain
sprendimai ir
taikymai?

Lietuvos Banko ,,LBChain*

projektas

Ka mokslininkai veikia Sioje srityje
ir kokia galima Sios technologijos
artimiausia ateitis?

#

Apple

Patented blockchain
technology for time
stamping data.

Tencent

A Solution for verifying
invoice authenticity and for
ensuring tax compliance.

Alibaba Group

LUILELE]

Using blockchain technology
to track luxury goods in its
e-commerce platforms.

Prudential

Unveils a blockchain
powered trading platform
for small and medium-sized
enterprises.

BHP Billiton
Leveraging blockchain
technology for supply
chains management.

Ex.
FedEx

Working on blockchain
solution for settling
customer disputes.

Nestle

Using blockchain technology
in supply management to
track baby food products.

f

Facebook

Exploring the use of
blockchain to enhance
data security and users
privacy.

eCommerce

Maersk

Blockchain system for
tracking movement of
shipments between ports.

Google

Exploring the use of blockchain
technology to enhance cloud service
security and for data protection.

Data
Protection

d

Baidu

Using blockchain to enhance
intellectual rights
management.

UPS

Blockchain powered logistics
monitoring and management
solution.

Transportation

Data
Integrity

Healthcare

Samsung

Intends to use blockchain technology to
enhance supply chain management
when it comes to electronics shipments.

Ford

Leveraging blockchain
technology to enhance the
mobility of technologies.

Toyota

Planning to use
blockchain technology to
enhance autonomous
driving technology.

Bristish Airways
Implementing blockchain
to manage flight data as
well as verifying travelers
identity.

AlA Group

Launched the first of its
kind bancassurance for
sharing policy data.

UnitedHealthcare

Using blockchain technology to
improve doctors directories to enable
accurate insurance claim fillings.

Metlife

Using blockchain technology for
storing patients medical records for
insurance purposes.

1

71>
Walmart
Using blockchain technology
to track product movement
from farmers to stores.

% 101 Blockchains

Created by 101blockchains.com




Sveikatos
apsauga

. Elektroniniai sveikatos jrasai

. Klinikiniy tyrimy duomeny bazés
. Sveikatos draudimas

. Vaisty kokybés uztikrinimas ir

tiekimas --

BLOCKCHAIN TAIKYMAI

' contract SimpleStorage {
uint storedData;

1
! ~ o
: function set
' storedData = x;
1 }
\
\
\ function get() public vie
\ t storedData;
K }
\

/ |pragma solidity >=0.4.0 <0.6

.0;

w ret

sutartj

urns {

R }
. I$manioji sutartis \ Qn /

Sutarties salygos auto-
matiskai jvykdomos

Daikty 53
internetas  lw?®

. ISmanieji namai ir miestai

. Automobiliy pramoné

. Tiekimo grandinés

. Personalizuoti robotai

. Zemes iikio ir sensoriy tinklai

< <

[ H H H] /

Sutartis saugoma !
blockchain tinkle /

Ekonomika T
Finansai &| T
. Kriptovaliutos vt . .
. Tarptautinés transakcijos ISsukiai
- P2P prekybos platformos Auditavimas poreikis: imaniyjy sutarciy atitikimas teisiniams dokumentams
’ Pasko'lo‘s ,»Orakuly” problema: vykdymui reikalingy duomeny teisingumo uztikrinimas
. Bankinés paslaugos
7 Integracijos problema: integracija su kitomis susijusiomis duomeny saugyklomis

. Skaidris rinkimai

. Tapatybiy valdymas

. Registry jrasy saugojimas
. Mokesciy administravimas
. Notarinés paslaugos

A
Valdymas 1l

4
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L B C h a i n @ Benefits and value
L B Ch a I n O State-of-the-art technological testing platform

based on Hyperledger Fabric / Corda
Blockchain Sandbox: O Regulatory support from the Bank of Lithuania
Apply. Test. Develop. OTechnologlcal support from leading blockchain
Integrators

O Cost-efficient and low-risk path to innovation

Examples of tested solutions

® KYC solution for AML compliance

® Cross-border payments

® Smart contract for factoring

@ Mobile POS and payment card solution
® Unlisted share trading platform

® Crowdfunding platform

® Payment token

~
Award. LBChain has won the national round of ,World Summit Awards" (WSA) in the category Government and §= WSA
citizen engagement. \‘.

Lithuania
Winner 2020

Placiau: https://www.Ib.It/en/Ibchain

Prof. dr. R. Paulavi¢ius, VU DMSTI, 2021
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Ka mokslininkai veikia sioje srityje?
Blockchain trilema:

Security
4 o$ripple |
v HYPER.LEDGER
ethereum AN
EOS
bitcoin
stella r‘@
Decentralisation V 7 NANO Scalability
.::::-:. | OT/\

Prof. dr. R. Paulavi€ius, VU DMSTI, 2021

26



’\l
4

Blockchain nera ,,panaceja“

Are you able to
Do you need or

want a middle solution for the

man? digital assets?
NO
) / YES
Do you want to
work with
digital assets?
YES NO NO

101 Blockchains

Created by 101blockchains.com

develop a permanent

parties?
YES

| /' YES

Do you need a
common shared
database?

NO

NO

(X Y.
dbagndb

Are you working
with multiple

DO YOU NEED A BLOCKCHAIN?

I

Are you looking
for contractual
solutions?

o
[ 130,

Do you need high
performance?

YES \[o) YES

Y " YEs

NO

+ Bl +
= | ‘
Do you require no

change or little
change in rules on
the system?

Does your requirement |
include large
storage units?

Do you want
a trustless
environment?

NO

YES

YES

NO

NO

YES

NO

L

Do you need
shared write
access?

Do you need
control over the
functionalities? 4

YES

2=

5 \ YES _
= «# | - Public
Want transactions J Blockchain

public?
\\[o] NO
“““‘\ YES Private
l Blockchain

You Don’t Need
A Blockchain




Klausimai?

Mano el. pastas:
remigijus.paulavicius@mif.vu.lt
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